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• Critical Infrastructures are high value targets for
cyber attacks

• Economic cost globally estimated between 330
and 506 billion € (McAffee)

• Impact:
• Sabotage / Cyber-Terrorism
• Information Loss
• Fraud
• Blackmail
• Damage to Reputation
• Societal / Environmental Impact

Cyber Security Threats  to Critical Infrastructures



• Attacks becoming more and more advanced and
targeted

• Advanced Persistent Threats (APTs)
• Executed by professional team
• Long timeframe
• Targeted methods (social engineering, spear

phishing, etc.)
• Custom made

• Difficult to detect by traditional security
monitoring (IDS, malware detection, etc.)

Cyber Security Threats  to Critical Infrastructures



S2 Managed Cyber Security Services 

24x7 Service Centre

Security Incident Management

Unified monitoring and management of IT and OT 
installations

Advanced Threat Hunting Capabilities

Industrial Security Operation 
Center
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Managed Security Services for CIP – Monitoring



Managed Security Services for CIP – Monitoring



Managed Security Services for CIP – Threat Hunting

Exploration Intrusion Persistence



Managed Security Services for CIP – Manual Threat Hunting

• Experienced Security Analyst tries to find needle in
the haystack

• Proactive measures to scan network for anomalies
• Assume system has been infiltrated as some stage

• Focus on lateral movement
• Data Exfiltration

• Time consuming
• High level of expertise required



Threat Hunting Platform

Carmen is the European capacity for APT 
detection.
It’s objective is to provide the security 
analysts with a series of tools to semi-
automate Threat Hunting 

Managed Security Services for CIP – Threat Hunting tool support



To support Threat Hunting, 
carmen work in various 
areas:

Detection of improper use
(b/w/g listing, IOC, honeytokens)

Behavioral Analysis 

Anomaly Detection

Statistical Anomalies

User behavior anomalies 

Time series anomalies

Knowledge based anomaly detection

URL anomalies

Managed Security Services for CIP – Threat Hunting tool support



Managed Security Services for CIP – Threat Hunting with AI

• Focus on Industrial Control Traffic in CI
• Deterministic
• Repetitive

• Deep Packet Inspection to detect Anomalies
• Train system to model normality signatures
• Unobserved signature == anomaly
• Inverse Malware detection

• Packet Sequence Analysis
• Model normality with LSTM Neural networks
• Predict probability of next packet



The importance of Intelligence

• Intelligence on attacks,
suspicious IPs, IDS signatures,
etc.

• Open Source Intelligence
• Commercial Intelligence Feeds
• Own Intelligence

• Network of intelligence
exchange between different
tool deployments

• Honeypots


